Tunosas JeKuus
10 NPo(puiIaKTHKE NPECTYIJIeHHH B cpepe HHPOPMALMOHHO-
TeJIeKOMMYHUKALUMOHHBIX TEXHOJIOT HiA.

Ha teppuropun OpenOyprckoit 0651acTé MpaBOOXPAHUTEIBHBIMUA OPraHAMU
BCE Hallle PErHCTPUPYIOTCS (PaKThl COBEPUICHUS XHUIICHUN JCHEKHBIX CPEICTB C
JMIEBBIX CYETOB TPaXkJaH C HCIOJIb30BAHUEM COBPEMEHHBIX HH(OPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIX TeXHOJNOrui. lloTepreBmIMMU CTAHOBSTCS KUTENU
pErvoHa pa3JIMYHbIX BO3PACTHBIX TIpyni. [IpecTynmHHKKM Tpu COBEPIICHUU
XUIICHUI TOCTOSIHHO COBEPIICHCTBYIOTCS, MPUIAYMbIBasi HOBBIE CHOCOOBI, MpHU
5TOM  aKTHMBHO UCHOJB3YIOT HWHTepHeT-pecypchl, TOProBble  IUIOIIAJIKH,
BO3MOXHOCTH LIU(PPOBON TEAEPOHUHU.

YtoObl HE ONACTh HA YJIOBKM MOIIEHHUKOB HEOOXOJUMO Ka)KIOMY 3HATh,
KaKUM 00pa3oM COBEPIIAIOTCS MPECTYIJICHUS U YTO HU B KOEM CIIyyae HE CTOMT
nenatb. Kak cebs Bectu ecnu Bam 1MO3BOHMII HEM3BECTHBIA U, MPEJCTABUBIINCH
COTPYIHUKOM KpPEAUTHO-(GUHAHCOBOTO YUpEXKACHUSA, TpeOyeT MepCOHaIbHbIE
nanubeie Bameit O0ankoBckoi kapTei? Kak obGe3omacuTh ceOsi mpu COBEPIICHUU
HOKYIOK J100 mpojax ToBapa uepe3 urepuer?

Ha ceroansiminuii 1eHb HanboJee 4acTo BCTPEUAIOTCS CIAEAYIOLIUE CIIOCOObI
COBEPILIEHUS TUCTAHIMOHHBIX XUILEHUN:

1. XUILEHNE COBEPUIEHO C HUCIOJIb30BaHUEM cpelcTB [P-tenedonun u
TeIe(OHOB  COTOBBIX  ONEPATOPOB  MOJ  MPEIJIOrOM  MPEJOTBPAILICHUS
HECAaHKIIMOHUPOBAHHOTO CIHMCAHUS JEHEXHBIX CPEICTB, O(POpPMIEHHUS KpeauTa,
OJOKUPOBKH 0AHKOBCKOM KapThl, COXpaHEHUs JCHEKHBIX CPEJICTB HA «PE3EPBHOM
cyére.

[IpecTynmHUK BBOIUT KEPTBY B 3a0NyXKIE€HHE C TMOMOIIBI0 METOJIOB TaK
HA3bIBAEMON «COLMAIILHON MH)KEHEpUM», Moydas PEKBU3UThI OAHKOBCKON KapThl
u ogHopasoBbie kojbl B CMC, co3naHHble A MICHTU(DUKAIIMY JIMIIa B CUCTEME
JUCTAaHIIMOHHOTO OAHKOBCKOTO OOCIY>KMBaHUs, KaK BJajeliblia, MO0 3aCTaBIIseT
MOTEPIIEBIIETO YCTAHOBUTH MpOTrpaMMbl yhan€HHoro aoctyna «Team - Viewery
i «AnyDesk», pacniopsixaeTcss UMEIOIMMUCS Ha JIMIIEBOM CUETE JCHEKHBIMU
CPEACTBAMHM, KaK IMPABUJIO MEPEBOJA MX HAa MOAKOHTPOJIBHBIE CUETA, UCIIOIb3YS
pa3iMyYHbIC TUIATEKHBIE CEPBUCHI, PJCKTPOHHBIC KOILIEIbKU U HOMEpPA Telne(dOHOB
ONEPaTOPOB COTOBOM CBA3H.

B nanHOM ciyyae Heo0X0AMMO HEMEAJEHHO NPEKPATHUTH Pa3roBop,
NMO3BOHUTH II0 HOMeEpPY «ropsiyeil JUHUM» OAHKOBCKOIO Y4YpexKJAeHHs, B
koTopoM odopmiieHa Bama GankoBckasi kapTa, Jn00 JUYHO MOCETUTH OPuc
0aHKa M MOMHTEPECOBATHCSH 10 MMOBOY COMHUTEIbHBIX NePeBOI0B.

3anomuure! CorpyaHukn OaHKa HHMKOrAa mo TtejgedoHy He OyayT
CIPAIIMBATH MEPCOHAJbHbIC JaHHbIe 0AHKOBCKHUX KapT, TeM 0oJsiee KOA H3
CMC. He cymecTByeT TAKOI0 BHAA COXPAaHECHHUSl CPEACTB, KaK BHECEHHE
HAJMYHOCTH Yepe3 TePMHUHAJ HA «pe3epBHbIN» c4ér Ju00 mnepeBoJ Ha
a0oHenrckuii Homep. Hu B koeM ciydae He mepeaaBaiTe NMepCcOHAJIbHbIE
AaHHbIE CBOC 0aHKOBCKOM KapThl, HE YCTAHABJIUBAHWTEe B CBOeM cMapTdoHe
JM00 KOMIIbIOTEpPe KaKkue-J1u00 NporpaMMal 1o Npoch0e HeM3BeCTHOI0 JIMLA.

2. XHWIIEHUE COBEPIICHO MOCPEACTBOM TeIe(OHHOTO 3BOHKA IO/ BHIOM
noKymnarenst JuOo MpojaBlia MO pa3MEIEHHOMY OOBSBICHUIO Ha TOPTOBBIX
IUIOIAAKaX cauToB «ABHUTOY, «FOma» u T.11.



[IpecTymHUK BBOAUT XKEPTBY B 3a0NyKJI€HWE, TOSICHSS, YTO B CBSI3U C
HaxoXkaeHueM 3a npenenamu OpeHOyprckoii 001actu, JMUHO NepeaaTh JEHbIU HE
MOXET M IpeaaracT OCYUIECTBUTb CHAEJIKY JUCTaHIMOHHO. LIt 3TOro, Kak
MpaBUjIO, JIUIA TEPEXOAT NIl OOIIEeHUs] B MECCEHIKephl, yarie «WhatsApp»,
JIOTOBAPUBAIOTCS O TMOJTYYEHUHU (OTIPABKE) TOBApA C MOMOIIBIO CIYKO TOCTaBKH
(Avito — nmoctraBka, CDEK, Boxberry u T.1.), IpeCTyTHUKH CKUABIBAIOT HHTEPHET
— CCBUIKY Ha (DUIIMHTOBBIC (MOAACIBHBIC) CANTHI, I/I€ )KEPTBA BHOCUT PEKBU3UTHI
OAHKOBCKOW KapThl.

3anomuuTe! Toprospie NIJIOMIAJAKN OCHAIIEHBI CHUCTEMOM 3aIMTHI OT
COMHHUTEJIbHBIX OIlEPALMid M0 NePEeBOAY CPEACTB, NM03BOJIsAIONIel 0JIOKUPOBATH
Pa3iMYHbIe CCHUIKH, MO3TOMY ecau Bac mnoxkymarenb/mpoaaseny NPOCHT
NepedT K OOLIeHHMI0 B MeCCeHKepe M KHAaeT CCbLIKY, TO 3TO MepBbId
TPEBOKHBIA CUTHAJ K TOMY, 4T0 Bac XxoTraAT 00MaHyTh. 3a4acTyl0 CCHLIKH,
oTHpaBJigieMble NPECTYNHUKAMHU, IO HA3BAHMK) MOIYT OBITH CXO0XKH C
HA3BAHMSIMH Pa3JMYHbIX KOMIIAHUI 1O [JOCTABKAM TOBapa, aaxe ¢
HA3BAHMSIMH CAMHUX TOProBbIX IJIOMAAOK. He mepexogure mo ccbLIKam,
OTIPABJICHHBIM HEM3BeCTHBIMH JIUIAMHU.

3. XUIleHWe COBEPIICHO TMOCPEACTBOM TEIE(POHHOTO 3BOHKA TIOJ
MPEIJIOTOM BbIJIa4U KPEIUTOB (3aiMOB).

B nmaHHOW cuTyauuu, A0 COBEpPLIECHUS IPECTYIUIEHUS, NOTEPIEBIINN
CaMOCTOSITEJIBHO HAaxXOJWUT MPEIJIOKEHUS B MHTEPHET CPENE O NPEAOCTABICHUU
Kpenurta, Tnepeias Ha «(QUIIUHTOBBIN» CalT, OCTaBIs€T CBOM KOHTAKTHI.
3JI0yMBIIIUICHHUK, TOJI BUJIOM paOOTHHUKA KPEIUTHOTO YUPEKICHUS, CBA3BIBACTCS
C JKEpPTBOM, BBIMAHUBAET PEKBU3UTHI KapThl MO/ MPEIJIOTOM OIJIAThl KOMUCCUU U
pacrnopsbkaeTcs JeHbraMu 4epes3 MOJAKOHTPOJIbHbIE OAaHKOBCKHE CUETa.

B nanHOM ciyyae Ha/l0 3HATh, YTO BeAd MEPeroBOpPHI MO TejedoHy Mo
NMOBOAY [OCTABKH KPEAMTHBIX [ICHEKHBIX CPeICTB M 3apaHee OIJIAYUBasi
YCIYIM Kypbepa, CyMMYy 3a CTpaxOBaHHe M OTKpbITHe cuéra, 0e3
AOKYMEHTAJILHOTO NOATBep:kAeHHsi, Bbl puckyere ocrarbcs 0e3 JeHer.
CaMblii HAZEKHBINA CMOCO0 MOJYyYeHHs] KpPeAuTa — 3TO JHYHOEe IOoCelleHne
O0aHka.

4. XUIEHNE COBEPILECHO C HUCMOJIb30BAHUEM «(UIIMHTOBBIX CANTOB» B
cetu UHTEpHET.

Kak mpaBuimo 3T0 «JIBOMHHKK» CAalTOB MpOAaX aBHAOWIIETOB, CATOB
WHTEPHET - Mara3uHOB OBITOBOM TEXHHUKH, DJJCKTPOOOOPYMOBAHHS U
AIEKTPOUHCTPYMEHTOB. Pa3nuuarbCs Takue CaThl OT HACTOSAIIUX MOTYT B OJHY
OykBy wmm 1udpy. JlOMEHBI TakuMX CalWTOB OOBIYHO 3apETHCTPUPOBAHBI 3a
npenenamu Poccniickon @enepanun.

Heo0xoquM0 NOMHHUTH M 3HATh, YTO CaMbId HAJAEXKHBIA C€I0OCO0
npuodpereHusi OMJIETOB — 3TO0 Kacca ajpomnopra, KeJe3HOAOPOKHOIO
Tpancnopra. Ecam xe Bbl pemniam kynurh Oumiter B cetu HHTEpHeT, TO
HEe00X0AMMO BHUMATEJIbHO U3YYUTh CAlT, IOYUTATH OT3bIBBI.

5. XUIIEHHE COBEpPLIEHO C MCIOJIb30BaHUEM ceTu lHTepHer B
conuanbHbiX ceTsax («OnHoknaccHukm», «BKoHTtakTe», «MHCTarpamm»), B TOM
YHUCJIE IYTEM B3JIOMa CTPAHUII.

B ATOU CUTYyaluU IIPOCJIEKUBACTCSA 3aKOHOMEPHOCTb: B
«OIHOKIIACCHUKAX» JKEPTBAMU CTAHOBSITCS JIMIIA MOKHUIJIOIO BO3pacTa, MPeasioroM
SIBJISIETCS. MHUMAsl BhITIaTa Besikoro poaa komneHcanui (HJIC, qorumatel K eHcHu



u T.1.). Bo «BKOHTaKkTe» 3J0yMBIIUIECHHUKOM B3JIAMBIBAETCS CTpPaHHIlA CBSI3El
MOTEPHEBIIETO U OT UX MMEHHU, MYTEM MEPENHUCKU, 3aMpallUBaAIOTCS JICHEKHbIC
CpeACTBa B JOJIT, C YKa3aHHUEM PEKBU3UTOB OaHKOBCKOW KapThl. B comumanbHOU
cetu «MHcTarpamMmm» pacnpoCTpaHEHbl TaK Ha3bIBAEMbIE MHTEPHET — CTPAHUIIBI
MPOJAXK BEWICH, IJie O BUAOM CHEJIKM MPECTYIMHUKH 3aBJIaJIEBAIOT PEKBU3UTAMU
OaHKOBCKMX KapT JMOO BBIHYKIAIOT BHECTH TNIPENoIUiaTy 3a TOBap W HE
HCIIOJTHSIOT CBOMX 00sI3aTEIbCTR.

Ecan Bam 3HakoMblidi B COLMAJIBLHOM CeTH NMPOCHUT JA€HbIW B JOJIT,
HEO00X0AMMO CBA3ATHCA € HUM 10 TegedoHy, gudo ydeauTbcsi B Xoae
nepenuckKu, 4To ¢ Bamu 001aeTcss MMEHHO OH, 2 He MOIIIEHHHUK, Y KOTOPOIO B
M0JIb30BAHMM HAXOJAUTCH B3JIOMAHHASI CTPAHUIIA 3HAKOMOT0.

6. XWIlIEHUE COBEPIICHO TMOCPEJACTBOM Tele(OHHOTO 3BOHKA, O]
MPEIOroM  OCBOOOXEHUSI POJACTBEHHHMKA OT YIOJIOBHOM OTBETCTBEHHOCTH.
[IpecTynHHUKN 3BOHAT, KaK MPaBWIJIO, HA JOMAIIHHE Tele(OHBI, MPEACTABISIOTCS
COTPYIHHUKAMU MPABOOXPAHUTEIHHBIX OPTAHOB, IOBOIST JIOKHYIO0 HHGOPMAIIHIO O
TOM, YTO POJICTBEHHHUK cobecenHuka sikoosl noman B 6emy (JTII, coun yenoeka,
n30un Koro-nubo u T.m.). B manHOM ciydae MPECTYNMHHUKH TPENararoT peiuTh
BOIIPOC, I 4ero Tpedyercs ompenereHHass CcyMMa JEeHEer, KOTOpyl B
MOCJIEyIONIEM 3a0Upal0T Yepe3 TAaKCUCTOB, JHOO TMpeasiaraloT 3a4KCIIUThH
JICHEKHbIE CPE/ICTBA HA OAHKOBCKHE PEKBU3UTHI.

byabre BHUMaTenbHbl! IIpu mocTymiieHUM NOXOOHBIX 3BOHKOB,
HECMOTPSl HA YTOBOPHI MPECTYNIHUKOB O TOM, YTO He CTOMT 3BOHUTH HUKOMY,
HEeMe/IJICHHO CBSIZKUTECH ¢ POACTBEHHUKOM, KOTOPBIH MOnaJj B «0eay».

B pasroBope coxpaHsiiiTe CIHOKOMCTBHE M He HAa3bIBalTe /IaHHbIE
POJACTBEHHHUKA, CKAKUTE HEU3BECTHOMY, 4YTO OyaeTe Mo JaHHOMY (akKTy
o0palaTbCs B IPABOOXPAHUTEIbHbIE OPraHbl.

7. XHWIIEHUE COBEPLIECHO MO BUJIOM MPEIOCTABICHUS PA3JIUYHBIX YCIIYT,
HaIpuMep 1Mo 0POPMIIEHUIO TOKYMEHTOB JJIsI TPY0YCTPOMCTBA.

JlaHHbIE MPECTYIUICHHUS COBEPIIAIOTCS B pE3yJbTaTe pa3MEIICHUS Ha
WHTEpPHET-CATax MO TMPEIOCTaBICHUIO YCIYr OOBSBICHUNA MO CHEIUATBHO
3aHIDKEHHOW CTOMMOCTH. B pesynpTaTe mnocieaymoomero oOMaHa KEpPTBBI
MOIIEHHUKOB MIEPEUUCIISIOT 3a4aTOK JINOO BCIO CyMMY, HE MOIy4asi pe3yJibTara.

3anomuute! Hu B Koem ciiyuae He CTOMUT NEPEYUCHIATH I€HEKHbIE
cpeacTBa, He YO0eIMBHIUCH B TOM, 4YTO HAa CaMOM Jeje CyHIeCcTByeT
OpraHmu3amnus, ycjayraMmm Koropoid Bel xorute Bocnosb3oBatbesi. IlpoBepbTe
OPraHM3alUI NMYTéM MOHUTOPUHIa ceru HWHTepHeT, moYuTalTe OT3BIBHI,
nonpooyiite CBA3aThbCsl C MNPEACTABUTENSIMM W TOWHTEPeCylTeCh, KAKHUM
BHJIOM JIeITeJILHOCTH 3aHUMAETCS OPraHu3anus M KaKue YCJIYyIru
NPeA0CTABJISACT.

8.  XulIeHHH, COBEPIICHO MOCPEACTBOM ceTh MHTEpHET Mo MpeaioroMm
OKa3aHMsI TMACCAXHUPCKUX YCIYr 4Yepe3 cepBUC (IPUIOKEHHE) IO MOUCKY
nonyTunkoB «BlaBlaCary:

JlaHHBIE TPECTYIUIEHUS COBEPIIAIOTCA B  PE3yJibTaTe pa3MElICHUA
OoOBsIBJICHUS Yepe3 IpuiiokeHue. [ 3Toro nuua, Kak mpaBUiIo, MEPEeXOoasT s
oOmenuss B meccenmkep «WhatsApp», rae B XoAe MNEPENUCKH MPECTYIMHUK
CKUJIBIBAET CCBUIKY JUIsl OIJIAThl JUOO OPOHUPOBAHUS TMOE3IKH, MPOUAS TI0
KOTOPOH KepTBa BHOCUT PEKBU3UTHI OAHKOBCKON KapThI.



Heo0xoquM0 NOMHHUTH M 3HATh, 4YTO CAMbId HAJAEXKHBIA C€I0OCO0
nepeABHKEHUS — ITO NepeBUKeHHe HA TPAHCIIOPTE, M0 KYIJIEHHBIM OHjIeTam
B Kaccax aj3pomopTra, KeJe3HOJOPO:KHOr0 U aBTOBOK3ajgax. Eciam xe Bbl
PelIMJIM BOCIHOJIb30BATHCA CEPBHCOM MO MOUCKY nmonyT4ukoB «BlaBlaCary,
TO HEO0X0JMMO MepeNaBaTh JeHbIU 32 MOE3AKY TOJbKO M3 PYK B PYKH NPH
BCTpe4Ye B aBTOMOOMJIE€ WJIM N0 MPUOBITHIO K MECTY HA3HAYEHMS.

9. XumieHwe, COBEpPUIEHO TNOCPEACTBOM ceTh HHTepHeT, nyTém
pa3mMenieHust tHpOpMaluK O PEIOCTaBICHUH YCIYT J0CYyTa.

B panHOM cuTyauuu, A0 COBEPIICHUS MPECTYIUIEHUS, ITOTEPIEBIIUN
CaMOCTOSITEJIbHO HAxXOJUT MPEIOKEHUS B MHTEPHET-CPEe O MPEAOCTaBICHUU
JNaHHBIX yciyr. JKepTBa CBS3BIBAETCS C 3JIOYMBIIUIEHHUKOM [0 YKa3aHHBIM
a0OHEHTCKMM HOMEpaM U MO MpeJjioraMu OIIaThl YCIYT, CTPAXOBKHU MEPEBOIUT
JICHEKHBIE CPEICTBA HAa yKa3aHHbIE CUETA MOCPEICTBOM MOOUIILHOTO OaHKa WA
TEpMHUHAJA OILJIATHI.

He cTouT mosib30BaThCcsl JAHHBIMHA BHAAMM YCJIYT, T.K. OPraHU3anus
JAHHOTO BHA JIeSITeJbHOCTH 3ampenieHa Ha teppuropuu P® u Bjeder 3a
€000 aIMUHUCTPATHBHYIO U YTOJIOBHYI0 OTBETCTBEHHOCTb.

10. XwuieHne cOBEpIIEHO MNOCPENCTBOM ceTu MHTEpHET Mo Mpennorom
3apaboTKa IpH «UTpe» Ha OUpKE, HHBECTUPOBAHHUS.

JlanHbple  MpPECTYIUIEHWs  COBEpPINAIOTCS B pe3yibTare  IOMCKa
NOTEPIEBIIMMH  JIOMIOJIHUTEJILHOIO  HMCTOYHMKAa  Joxoja. Kak  mpaBuio,
MOTEPIIEBIINE OCTABISIOT B CETH MHTEPHET 3asBKY HA PETUCTPALMIO M CITYCTS
HEKOTOPOE BpeMs MM IIE€PE3BAHMUBAET 3J0YMBIIUICHHUK, KOTOPBIM Mpeajaraer
co3JaTh JIMYHBIA KaOWHET Ha IaTgopme OJHOM U3 Oupk JMOO NEePEeUUCIUTh
JICHEXKHBIE CPEJICTBAa JJII MHBECTUPOBAHUS, a TaKkKe YOEXKIAeT MOTEPIEBILErO
YCTAaHOBUTH MporpaMMbl yaan€HHoro aoctymna «Team - Viewer» umu «AnyDesk»
C LEJIbI0 OKa3aHUS «IIOMOIIM» U KOHTPOJIS 32 JIMYHBIM KaOMHETOM MOTEPIEBIIETO.
[locne d4ero xepTBa MNOJA BIUAHUEM 3JOYMBINIJICHHUKA CHUCTEMAaTUYECKH
MEPEUYUCIISET ICHEKHbBIE CPENICTBA PA3JIUYHBIMU CyMMa Ha JIMIIEBOM CUET, KOTOPBIH
oToOpakaeTcsi B JIMYHOM KaOuHeTe Oupu MO0 Ha OaHKOBCKHE KapThl
MOUIIEHHUKOB, TyMasi, YTO UHBECTUPYET JIC€HEKHBIE CPECTBA. 3JI0OYMBIIUICHHUK, B
CBOIO OY€pe/ib, 3aKPbIBAECT JOCTYN K JUYHOMY KaOMHETYy M MOTEPHEBIINI He
MOKET BBIBECTH JaHHBIE JEHEXHbIE cpenacTBa. s sToro ero yoOexmaroT B
HE0OXOAMMOCTH BHECEHUS IONIOJIHUTEIIBHON CYyMMBI JICHET.

Ecau Bbl Bce - Taku peminiin 3apadorath JaHHBIM BHIOM, TO CJIeayeT
UIPaTh HA TMPOBEPEHHLIX OHPKAX, a TAaKKe IMO0Jb30BATHCH YCJAYraMu
NpoBepeHHbIX Jull (0pOoKepoB), 3aHMMAIOIIMXCH JAAHHOH JAeATEIbHOCTHIO.
Taxaxe ciexyer 0CO3HABATH PUCK MOTEPH CBOMX JI€HEKHBIX CPEACTB NMPH UTpe
Ha OUpKe, HHBECTUPOBAHNH, B TOM YHCJI€ 04eHb KPYNHbIX CyMM.



